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Abstract: The Industrial Internet of Things (IIoT), which integrates sensors into the manufacturing
system, provides new paradigms and technologies to industry. The massive acquisition of data, in an
industrial context, brings with it a number of challenges to guarantee its quality and reliability, and
to ensure that the results of data analysis and modelling are accurate, reliable, and reflect the real
phenomena being studied. Common problems encountered with real industrial databases are missing
data, outliers, anomalies, unbalanced classes, and non-exhaustive historical data. Unlike papers
present in the literature that respond to those problems in a dissociated way, the work performed in
this article aims to address all these problems at once. A comprehensive framework for data flow
encompassing data acquisition, preprocessing, and machine class classification is proposed. The
challenges of missing data, outliers, and anomalies are addressed with critical and novel class outliers
distinguished. The study also tackles unbalanced class classification and evaluates the impact of
missing data on classification accuracy. Several machine learning models for the operating state
classification are implemented. The study also compares the performance of the proposed framework
with two existing methods: the Histogram Gradient Boosting Classifier and the Extreme Gradient
Boosting classifier. It is shown that using “hard voting” ensemble learning methods to combine
several classifiers makes the final classifier more robust to missing data. An application is carried out
on data from a real industrial dataset. This research contributes to narrowing the theory–practice gap
in leveraging IIoT technologies, offering practical insights into data analytics implementation in real
industrial scenarios.

Keywords: Industrial Internet of Things; missing data; imputation methods; imbalanced class;
classification performance

MSC: 62H30

1. Introduction

In the context of the Fourth Industrial Revolution [1], of which the Industrial Internet
of Things (IIoT) is one of the pillars, the quantity of available data continues to grow
through various components (sensors, PLCs, etc.). These components are interconnected
and exchange data that must be stored and processed. These data are generally exploited to
improve the performance of the production system. This performance is measured not only
through productivity but also through the quality of the products manufactured. Modern
factories are increasingly implementing the IIoT, resulting in a substantial increase in data
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quantity. This abundance of data offers opportunities to correlate and extract valuable
insights that are essential for the interpretation and exploitation of these data.

Moreover, IIoT allows real-time monitoring of machine status and predictive main-
tenance to anticipate costly breakdowns and failures before they occur. By continuously
monitoring the health of machines and leveraging predictive analytics, industries can
further optimize their operations, reduce downtime, and lower maintenance costs. In addi-
tion, IIoT can significantly enhance energy efficiency within manufacturing environments,
further contributing to cost savings and environmental sustainability. It increases efficiency
and enhances safety and productivity in the manufacturing environment, aligning with the
core principles of the Fourth Industrial Revolution.

Leveraging IIoT yields a massive volume of data, and as a consequence, ensuring data
quality becomes a significant challenge, particularly in the context of analytics. Real-life
industrial datasets often come with several challenges that can impact the quality and
reliability of the data. The common issues encountered with such datasets are missing
data, outliers, anomalies, imbalanced classes, and non-exhaustive historical data. Address-
ing these issues is crucial when working with real-life industrial datasets to ensure that
data analysis and modelling results are accurate, reliable, and reflective of the real-world
phenomena under study.

Outliers are data points that deviate substantially from the rest of the data. They can
significantly affect the integrity of statistical analysis. If outliers are not correctly identified
and handled, they can skew results and lead to erroneous conclusions. Simultaneously,
missing data are one of the most challenging issues. The dataset is usually incomplete in
many real-world applications. It contains missing observations due to sensor malfunction
or random sensor saturation. Some parts of the data matrices are replaced with null values
or special characters or are completely empty in these cases [2].

Imbalanced class classifications occur when certain categories or classes in a dataset
are underrepresented compared to others [3]. In an unbalanced classification problem,
the distribution of examples across the classes is biased or skewed. For example, there
may be ten examples in the minority class for thousands or millions of observations in the
majority classes. This is because industrial machines are designed to function normally
with few derivates. Data imbalance appears in industrial datasets as a result of rare events,
as compared to the normal state of the monitoring machines. In recent years, class imbal-
ance has drawn increasing attention. It is a common problem and substantially impacts
classifier performance because most classification algorithms rely on the assumption of
balanced data.

Non-exhaustive historical data and the emergence of new classes occur in an IIoT
implementation, where a continuous influx of data requires real-time processing. The data
stream undergoes preprocessing and is subjected to classification algorithms, enabling
the instantaneous assessment of the machine’s operational status and health. One of the
foremost challenges in classifying streaming data is the occurrence of “concept drift”,
wherein the data distribution evolves over time [4]. This necessitates regular updates to the
classification model to adapt to the shifting data patterns. Moreover, another significant
challenge faced by data stream classification techniques is “concept-evolution”, which
refers to the emergence of entirely new classes. For example, new classes may emerge as a
result of incorporating new product types into the production process.

The work performed in this paper arises from the practical requirements of an indus-
trial use case that faces three issues: (1) poor quality of raw data with outliers and missing
data, (2) imbalance in current classes, (3) non-exhaustive historical data with potential new
classes emerging. The exploitation of IIoT technologies is used to address these issues in
the context of glass wool production equipment, specifically focusing on a curing oven
within the insulation manufacturing process.

The study presents a comprehensive framework that covers the entire data flow, from
data acquisition and preprocessing to machine class classification. During the data acqui-
sition phase, the study tackles problems related to missing data, outliers, and anomalies,
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distinguishing between two types of outliers: danger or fault outliers and novel class
outliers, which might indicate new machine behaviors. In the operational state detection
phase, dimensionality reduction and clustering methods are employed to identify the
operating regimes of the machine, and the results are archived as historical databases to
characterize machine states for future machine state classification. The use of ensemble
learning approaches to enhance the performance of various classifiers in the context of
unbalanced classes is studied.

The paper makes the following contributions:

• It introduces a comprehensive framework to address the significant challenges of
exploiting the Industrial Internet of Things (IIoT). It focuses explicitly on handling
outliers, missing data, unbalanced class classification, and the emergence of new
classes.

• It analyzes the effects of missing data and a comparative evaluation of various impu-
tation methods for addressing this issue.

• It examines the performance of diverse classifiers within the ensemble learning frame-
work to handle the imbalanced class classification problem. The study proposes a
new mixture design weight ensemble to optimize the contribution of classifiers in
ensemble learning.

• It applies the proposed approaches to an industrial real-world case study that exem-
plifies the implementation and effectiveness of the proposed methods and techniques.

The remainder of this paper is organized as follows. Section 2 offers a comprehensive
review of existing methods in the literature addressing data quality concerns, imbalanced
classes, and the emergence of new classes. Section 3 proposes a framework to exploit the
IIoT to improve the machine performance. The proposed framework comprises several
modules, each designed to address specific data-related challenges. Section 4 presents
the background of the SMART InUse project, particularly within an industrial context,
covering data acquisition challenges involving missing data and process reference state
identification. The section gives numerical experiments where the proposed methodology
is applied to SMART InUse data. The section compares the classification performance of
several classifiers and evaluates the impact of missing data and imputation methods on
operating machine state classification accuracy. Finally, the paper presents some conclusions
and future work in Section 5.

2. State of the Art
2.1. How to Deal with Poor Quality Data?
2.1.1. Dealing with Outliers

The literature has three main categories of existing outlier detection approaches: super-
vised, semi-supervised, and unsupervised [5]. Unsupervised methods, often favored due
to the challenge of collecting labelled outlier data, encompass statistics-based methods (e.g.,
Z-scores [6], the Interquartile Range method [7], Gaussian mixture models [8]), clustering-
based methods (utilizing clustering structures to identify outliers) [9,10], distance-based
methods (analyzing distances to nearest neighbors) [11,12], density-based methods (evalu-
ating density differences with local neighborhoods) [13–16], and ensemble-based methods
(using combinations of models to enhance outlier detection) [17]. These methods need help
setting an appropriate threshold for outlier scores and often rely on assumptions about
data distribution that can be sensitive to outliers, potentially leading to less reliable results
in real-world applications.

2.1.2. From Missing Data to Imputation Methods

Various studies have highlighted that a substantial amount of missing data within a
dataset can negatively impact the performances of classification models, potentially leading
to misleading results [18]. The literature offers a range of techniques for addressing miss-
ing values, from basic methods like removing observations with missing values to more
advanced imputation techniques such as the K-nearest neighbor algorithm [19]. Assessing
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how imputation methods influence subsequent classification models developed using im-
puted data is crucial. In the context of classification, a limited number of studies have com-
pared the performance of different imputation methods [20,21]. Recently, authors in [22,23]
assessed incomplete datasets’ effect on classification models’ performance. They found
that the ratio, missing data size, and dataset balance are the most significant factors. An-
other alternative method for handling missing data is “mean/median imputation” ([24]).
If an item or items of the same variable are missing, each missing case will be replaced
with the mean/median value of other completed items from that variable. However, this
method usually underestimates standard errors when the proportion of missing data in-
creases. Apart from “mean/median imputation”, several imputation methods have been
proposed to handle missing data. Some frequently used methods are addressed, such as
the following:

• K-nearest neighbors imputation: A non-parametric approach using observations in
the neighborhood to impute missing values [25].

• Density estimation imputation: For each variable, a probability density is estimated
based on observed values. Then, missing values are imputed by a value generated
from the estimated probability density function [26].

• EM (Expectation Maximization) algorithm for Gaussian mixture imputation: A multi-
variate imputation requires the estimation of a finite Gaussian mixture model (GMM)
parameter in the presence of missing data. The Gaussian mixture models can fit the
distribution of a multi-dimensional dataset. An Expectation Maximization algorithm
estimates the parameters of GMM.
The EM algorithm consists of two iterative steps. The expectation step consists of
computing the complete data likelihood conditional on the observed data, using the
current estimates of the parameters. The maximization step consists of estimating new
parameters by maximizing the expected likelihood estimated in the E step. E steps
and M steps are applied iteratively until convergence [27].

• Random forest imputation (missForest): Random forest (RF) is an ensemble of decision
trees. Each decision tree has a different set of hyper-parameters and is trained on a
different subset of data. In the first step, the approach trains an RF on observed values.
Then, it predicts the missing values using the trained RF. The imputation procedure is
processed iteratively until a stopping criterion is met [28].

• Stochastic regression imputation: Uses regression techniques to impute missing data.
First, for each unobserved value, the approach uses mean imputation. Then, each
feature is regressed on the other features. Based on the regression model, it predicts
each incomplete value using the observed value of the other features. The method adds
(or subtracts) a random value to each imputation to integrate the stochastic aspect.
It samples the random value of a normal distribution with mean 0 and standard
deviation equal to the uncertainty of the regression imputation model [29].

2.2. How to Handle the Imbalance Problem in Multi-Label Classification?

In recent years, classification with multi-label, unbalanced classes has attracted in-
creasing interest because it is a recurrent problem in real-world data. The author in [30]
proposes a fast and classifier-independent filter method for feature selection in multi-label
classification. The approach combines mutual information-based ranking with low-rank
learning, consistently outperforming existing multi-label classification experiment methods.
The paper [31] introduces the “Adaptive Synthetic Data-Based Multi-label Classification”
method, which combines weight adjustments for minority class instances, synthetic data
generation for challenging cases, and feature selection through Velocity Equalized Particle
Swarm Optimization. Additionally, it employs a multi-label classification ensemble to
enhance accuracy by considering label dependencies. The work done in [32] examines
the common use of borderline oversampling in single-label learning for handling class
imbalance. It reveals that the roles of borderline samples in multi-label datasets differ due
to their distinct neighboring relationships with class borders.
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The literature review done in [33] offers a comprehensive review of prevalent methods
for handling imbalanced databases, encompassing pattern-based and fuzzy approaches
while examining various aspects such as classifiers, data preprocessing, and evaluation
metrics. It also provides state-of-the-art techniques in this field, both in theory and practice,
across different application domains. On the other hand, there has been a growing inter-
est in multi-class classification with incomplete data. The Histogram Gradient Boosting
Classifier is well-known for its efficiency in handling large datasets and its ability to work
directly with incomplete data. It is well-suited for multi-class classification tasks in the
context of missing data [34]. The Extreme Gradient Boosting (XGBoost) classifier is a widely
recognized ensemble learning technique with advantages in predictive accuracy and speed,
robustly able to handle missing data effectively, further enhancing its appeal for multi-class
classification applications [35].

To handle the class imbalance problem in “Multi-Label Classification”, the existing lit-
erature divides approaches into four categories: resampling methods, classifier adaptation,
ensemble approaches, and cost-sensitive learning methods [36].

• Resampling methods aim to rebalance the class distribution by resampling the data
space [37]. These techniques can be categorized into three main groups. Undersam-
pling methods eliminate samples associated with the majority class [38]. Meanwhile,
oversampling methods create new samples associated with the minority class [39].
Last but not least, hybrid approaches take undersampling and oversampling simulta-
neously. Within these categories, resampling methods can further be divided into two
sub-categories based on how the samples are added or removed: random methods
and heuristic-based methods.

– Random resampling aims to balance class distribution by randomly choosing
the samples to be deleted or produced associated with a specific class. Random
undersampling is a simple method for adjusting the balance of the original dataset.
However, the major inconvenience is that it can discard potentially essential data
on the majority class. On the other hand, random oversampling can lead to
overfitting since it only duplicates existing instances.

– Heuristic-based resampling aims to carefully select instances to be deleted or
duplicated instead of randomly choosing.

* In the case of undersampling, it tries to eliminate the least significant sam-
ples of the majority class to minimize the risk of information loss. Popular
heuristics in this category include the MLeNN heuristic [40] and the MLTL
heuristic [41]. To select samples to remove from the majority class, MLeNN
utilizes the Edited Nearest-Neighbor rule; meanwhile, MLTL utilizes the
classic Tomek Link algorithm.
Space-filling designs of experiments are also good techniques to minimize the
loss of information. In the computer experiment setting, space-filling designs
aim to spread the points evenly throughout the response region. Then a
subset of points is chosen to reconstruct the response region sufficiently
and efficiently. This concept can be applied to undersampling the majority
class by selecting a subset of representative samples located near the class
boundary or within the class envelope. This approach helps to retain as much
class-specific information as possible [42]. Space-filling designs include low-
discrepancy sequences [43], good lattice points [44], Latin Hypercubes [45],
and orthogonal Latin Hypercubes [46].

* In the case of oversampling, the synthetic minority oversampling technique
(SMOTE) and its modified versions are popular methods with great success in
various applications [47]. SMOTE interpolates several minority class samples
that lie together to create new examples. First, it randomly selects one (or
more depending on the oversampling ratio) of the k nearest neighbors of a
minority class sample. Then, it randomly interpolates both samples to create
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the new instance values. This procedure is repeated to generate as many
synthetic instances for the minority class as required.
The approach is effective because new synthetic samples are relatively close
in feature space to existing examples from the minority class. However,
SMOTE may increase the occurrence of overlaps between classes because it
generates new synthetic samples for each original minority instance without
consideration of neighboring instances [48]. Various modified versions of
SMOTE have been proposed to overcome this limitation. The representative
approaches are Borderline-SMOTE [49], Radius-SMOTE [50], and Adaptive
Synthetic Sampling (ADASYN) [51] algorithms. Unlike SMOTE, Borderline-
SMOTE only generates synthetic instances for minority samples that are
“closer” to the border. On the other hand, Radius-SMOTE aims to correctly
select initial samples in the minority class based on a safe radius distance.
Therefore, new synthetic data are prevented from overlapping in the opposite
class with the safe radius distance. Regarding ADASYN, this approach is
similar to SMOTE, but it adaptively creates different amounts of synthetic
samples as a function of their distributions.

• Classifier adaptation adapts the existing machine learning algorithms to directly
learn the imbalance distribution from the classes in the datasets [36]. There are
representative multi-label methods adapted to deal with imbalance, such as [52],
which applies the enrichment process for neural network training to address the multi-
label and unbalanced data problems. First, they group similar instances to obtain a
balanced representation by clustering resampling. This balanced representation forms
an initial subset of training data. Then, during the neural network classifier training
process, they continuously add and remove samples from the training set with respect
to their prevalence. They repeat the incremental data modification process until it
reaches a predefined number of iterations or the stop condition.
The work done in [53] adapts radial basis neural networks to construct an unbalanced
multi-instance multi-label radial basis function neural network (IMIMLRBF). First,
according to the number of samples of each label, IMIMLRBF computes the number of
units in the hidden layer. Then, based on the label frequencies, it adjusts the weights
associated with the links between the hidden and output layers.
The authors in [54] address class imbalance in multi-label learning via a two-stage
multi-label hyper network. In their approach, according to label imbalance ratios,
labels are divided into two groups: unbalanced labels and common labels. First, the
approach trains a multi-label hyper network to produce preliminary predictions for all
labels. Then, it utilizes the correlation between common and unbalanced labels to re-
fine the initial predictions, improving the learning performance of unbalanced labels.
Apart from the studies mentioned above, there are other approaches which adapt
neural networks to deal with class imbalance in multi-label classification in [55–57].

• Ensemble approaches use multiple base classifiers to obtain better predictive per-
formance than could be obtained from any single classifier. The idea is to combine
different options of the constituent classifiers to derive a consensus decision. This
approach is beneficial if classifiers are different [58]. Apart from using different base
classifiers, the difference can also be achieved by training on different, randomly
selected datasets [59,60], as well as by using different feature sets [61].
Ensemble methods first train several multi-label classifiers. These trained classifiers are
different and, thus, can provide diverse multi-label predictions. Then, they combine
the outputs of these classifiers to obtain the final prediction. There are various classi-
fier combination schemes, such as voting [62], stacking [63], bagging, and adaptive
boosting [64].

• Cost-sensitive learning methods apply different cost metrics to handle unbalanced
data. In traditional classification, the misclassification costs are equal for all classes.
In the cost-sensitive approaches, classifiers consider higher costs for the misclassifi-
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cation of minority instances compared to majority instances [65]. The representative
studies that migrate the cost-sensitive methods to handle the class imbalance problem
are [66,67].

2.3. How to Combine Multi-Classifier Results to Improve the Global Classification Performance?
2.3.1. Voting Ensemble

Voting ensemble, also known as majority voting ensemble, sums predictions from
multiple classifiers, and the label with the majority vote is predicted. There are two
approaches to the majority vote for classification problems: hard and soft voting [68].

• Hard voting first sums the predictions for each class and then predicts the class with
the largest sum of votes from classifiers.

• Soft voting sums the predicted probabilities for each class label and then predicts the
class with the largest summed probability.

There is also the weighted version of voting ensemble approaches [69]. In the weighted
version, some classifiers perform better than others. Therefore, it assigns more votes to
these classifiers when making predictions. The main challenge of using a weighted voting
ensemble is to choose the relative weighting for each classifier member. The approach can
choose weights based on each classifier’s performance, such as the classification accuracy
or negative error. It attributes higher weight to the better performing model. In another
approach, a search algorithm is used to test different combinations of weights.

2.3.2. Dynamic Weight Ensemble

The weighted version of the voting ensemble can have static weighted or dynamic
weighted versions. In the static weighted method, each participant classifier’s weights are
no longer changed after its determination. The approach evaluates and assigns weight to
the base classifiers before the query samples arrive. By contrast, in the dynamic methods,
depending on different query samples and the abnormal output of the classifier, it can
adaptively assign different weights to each classifier. That helps emphasize the decision-
making contribution made by excellent classifiers and suppresses the influence of unreliable
information output.

The paper [70] proposes a novel natural facial expression recognition method that rec-
ognizes a sequence of dynamic facial expression images. The method selects the expression
by a majority voting of k-nearest neighbor classifiers on the sequences of images in the
gallery. They estimate weights for the temporal k-NNS classifier as a function of Haus-
dorff distance between query and gallery image sequences. The authors in [71] propose a
weighted joint sparse representation-based classification method for robust alignment-free
face recognition. They measure the similarity information between the query descriptors
and the atoms in the dictionary to estimate the reliability. Then, they consider the reliability
of the query descriptors and the correlation among them to find the optimal weighted
join sparse representation. The study done in [72] proposes a classifier with a probability-
weighted voting method and dynamic self-adaption weight for word sense disambiguation
problem. They consider the difference between the overall performances of classifiers and
the difference between ambiguous instances to adapt the weights dynamically. The authors
in [73] propose a multi-classifier dynamic weight ensemble method based on the concept of
reliability and credibility to address the face recognition problem. The reliability describes
the recognition capability of classifiers gained during the training process. The credibility
is calculated as a function of the separability amongst posterior probability distribution of
the classifier. It describes the real-time importance of the classifier in the current sample.

2.3.3. Stacking Ensemble

Stacking is an ensemble learning technique that combines predictions of different
classifiers using a learning algorithm. In stacking, first, various individual classifiers are
trained in parallel. Then, a meta-learner inputs the predictions of base classifiers as the
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features and learns how to best combine the input predictions to make a better output
prediction [60]. The stacking structure can be described as two-level models [74]:

• In the first level, various single classifiers, such as k-NN, SVM, and decision tree, are
trained in parallel with the training dataset.

• In the second level, the approach uses the predictions made by the base classifiers in
the first level to train a meta-learner, such as logistic regression. It takes the predictions
of based classifiers as inputs of the meta-learner. With the expected label, it obtains
the input and output pairs of the training dataset to fit the meta-learner. It is worth
noting that the meta-learner is trained on a different dataset to the examples used to
train the base classifier in the first level to avoid overfitting.

3. Proposed Methodology

This section explains the proposed framework to exploit IIoT technologies to detect
and monitor machine operational states. The framework efficiently manages the entire data
workflow, encompassing data acquisition, preprocessing, and multi-class classification of
machine states. This framework is divided into two key phases: the learning phase and the
real-time exploitation phase. Figure 1 illustrates the general framework of the suggested
work. The framework operates as follows:

• The learning phase focuses on establishing the first reference machines’ operating
states from historical data. This phase is also called “Experts supervision level”, where
discussions and validations from the machine experts are needed in some analyses.
This part preprocesses and clusters history data to obtain a proposal of machine
operating states. The machine experts then review, adjust, and validate the proposal
to obtain the machine operating states.

This learning phase starts with a set of historical machine operating data, which
typically contains data quality issues including outliers, redundant data, and missing data.
The “Anomaly Detection and Missing Data” module (Section 3.1) aims to address these
significant data quality issues. Subsequently, the module “Clustering to get Operating
States” (Section 3.2) handles the preprocessed dataset to identify the machine’s operational
states. These proposed operational states are then subject to review, adjustment, and
validation by machine experts to establish the final machine operating states. These labeled
operating states serve as the reference points for classifying new observations during the
real-time exploitation phase.

• The second part, “real-time exploitation”, or “Automation level”, is almost entirely
automated. Telemetry data come from sensors, PLC, etc. The imputation module
(“Anomaly Detection and Missing Data”) fills in missing data if necessary. Then, based
on historical data, if the telemetry data have abnormal behavior (“Anomaly detection”
module, Section 3.3), the procedure classifies it as a candidate for new operating
states or triggers an alarm depending on the severity. These anomalies will be added
to anomaly history for further analysis. On the other hand, if the telemetry data
have normal behavior, the classification module will tag it into one of the historical
operating states. Because the real-word dataset has unbalanced class problems, the
module “Operating state classification” (Section 3.4) consists of ensemble learning
classifiers to enhance the accuracy of the classification.

The upcoming sections will provide a detailed representation of each module within
the suggested framework. These modules have been designed to tackle data quality
issues such as missing data, the emergence of novel operating states, and unbalanced class
problems. The approach aims to comprehensively manage and mitigate these challenges,
ensuring the robust and effective functioning of the IIoT technology framework in the
detection and monitoring of machine operational states.
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Figure 1. The global scheme to exploit the IIotT data in monitoring and detecting machine operational
states.

3.1. Missing Data Imputation Module

One of the foundational steps in the proposed data monitoring process is data pre-
processing, where the data’s quality, consistency, and reliability are established. This step
involves various tasks, including outlier detection, handling, and addressing missing
data. Detecting and managing outliers is vital for ensuring the integrity of the dataset by
identifying and mitigating potentially erroneous or anomalous data points. In addition,
missing data imputation techniques are applied to handle gaps in the dataset caused by
various factors. Successful data preprocessing sets the stage for subsequent analysis, as it
produces a clean and well-structured dataset that can yield meaningful insights into the
underlying processes.

Indeed, outlier detection methods are often subjective and context-dependent. Col-
laborative efforts between data scientists and domain-specific experts are essential in this
process. While statistical techniques like Z-scores and the Interquartile Range method lay
the foundation for identifying outliers, domain experts contribute their invaluable practical
knowledge to define the thresholds, categorize outliers, and provide insights into variable
interactions. This synergy between statistical rigor and domain expertise enhances outlier
detection accuracy and contextual understanding.

Missing data imputation involves filling in or estimating values for data points absent
or incomplete within a dataset. The proposed framework offers a spectrum of imputation
techniques, from straightforward median imputation to advanced methods such as K-
nearest Neighbors, Density Estimation, Expectation Maximization, Random Forest, and
Stochastic Regression imputation. By making a wide range of imputation methods available,
users can choose the most appropriate imputation technique to suit the data at hand, leading
to more robust and accurate results.

3.2. Identification of the Process Reference States
3.2.1. Dimensionality Reduction

In the context of IIoT, having a substantial volume of available measurements and
various monitoring variables for each machine is expected. It often extends to around
20 parameters or more. Analyzing such high-dimensional data is a time-consuming and
resource-intensive task. Additionally, the curse of dimensionality is a considerable problem
in machine learning. The high number of features increases the complexity of models and



Mathematics 2023, 11, 4602 10 of 24

hence reduces their performance. As a result, dimensionality reduction techniques are
applied to condense the dataset’s feature set while retaining essential information.

Principal Component Analysis is a statistical procedure using an orthogonal transfor-
mation to convert a numerical data matrix of potentially correlated variables into a set of
uncorrelated linear variables called principal components. To reduce the data dimension,
PCA projects each data point onto only the first few principal components (PCs) to obtain
lower-dimensional data while preserving as much information as possible. The first princi-
pal components are the directions that maximize the projected data variance [75]. In this
study, the number of principal components is defined to preserve at least 80% of the total
variance of the initial data.

3.2.2. Machine Operational Regimes

The subsequent step is to identify the machine’s operational regimes by analyzing
collected data. Machine operating regimes reflect its physical response, diagnostic parame-
ters, and real-time information. Therefore, detecting operating mode will likely improve
the performance of several further analyses, such as online fault detection and predictive
maintenance. The operational regimes can be obtained by finding the number of clusters in
the dataset.

K-means clustering is an unsupervised learning algorithm that proposes a “similarity-
based calculation” criterion between the operating unit’s similar operating behaviors and
the reference units using Euclidian distance; the algorithm clusters observations with
similar operating behaviors into a similar group. Then, the idea is to identify reference
units whose behaviors can characterize the machine operating group [76].

Following the identification of operational regimes using clusters, the detection results
represent the value range distribution of key machine parameters. Each operating state
will be associated with specific parameter value ranges, clearly describing the machine’s be-
havior under different conditions. These results are then subject to a rigorous examination,
adjustment, and verification process led by machine field experts.

3.3. Anomaly Detection and History Updating—Novel Class Detection

With the Industrial Internet of Things (IIoT) implementation, data continuously arrive
and need to be processed in the stream. The data stream is preprocessed and classified by
classification algorithms to reflect the machine’s instant operating state and health condition.
One of the most challenging problems of streaming data classification is “concept drift”,
where the data distribution changes in time [4]. That implies the concept that data change
over time, and the classification model needs to be updated regularly to reflect the most
recent concept. However, another major problem that data stream classification techniques
need to handle is “concept-evolution”: the emergence of novel classes.

In real-world data stream classification problems, novel classes may appear at any
time in the stream. The classification models cannot detect the novel class (misclassified)
until they are trained with labeled instances of the novel class. So, to avoid misclassification
of the novel class, the anomaly detection method is applied to data before entering the
classification model. It detects outliers that deviate from the “normal class”. Outliers can
be distinguished into two types:

• Critical outliers are considered as “danger” or “fault” for the machine operating state.
Such outliers are considered as early signs of failure that usually lead to faults or
machine breakdown.

• Novel class outliers contain outliers having strong cohesion among themselves. They
possess the potential to form a new class regarding “concept-evolution”.

Hence, the contribution of the anomaly detection method is twofold: fault detection
and novel class emergence. The most commonly used anomaly detection approaches can
be categorized into statistics, clustering, and isolation-based approaches to the best of our
knowledge [77].
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• Statistics-based approaches construct a model that represents the normal behavior of
the dataset. The new incoming data are considered anomalous if they do not match
the model or have a very low probability of corresponding to the model [78].

• Clustering and the nearest neighbors approach use the proximity between observa-
tions to detect abnormal data. The clustering approach splits the dataset into different
clusters as a function of the similarity between the data. Then, it considers the most
distant cluster as an anomaly cluster [79]. The nearest neighbors approach calculates
the distance between all of the observations in the dataset. It considers new incoming
data as an anomaly if it is far from its k nearest neighbors [80] or has the fewest
neighbors in a predefined radius r [81].

• The isolation-based approach aims to isolate abnormal observations from the dataset.
The anomalous data have two characteristics. First, they have significantly different
behavior compared to normal data. Second, they have a very small proportion in the
whole dataset. So, the anomalies are likely to be rapidly isolated from the normal
dataset [82].

3.4. Operational State Classification Using Ensemble Learning
3.4.1. Unbalanced Classes

In real-world datasets, the issue of imbalanced operating states is a critical concern. It
arises when some states occur more frequently than others, potentially leading to biased
model predictions. In fields like industrial processes, rare states, such as equipment
shutdowns or transitions, can hold crucial information, making it essential to address this
imbalance for accurate decision making.

As most of the machine learning algorithms were designed with the assumption
of an equal number of examples for each class, unbalanced datasets pose a challenge
for the classification models. If the imbalance ratio is extreme, the learning algorithm
may sometimes consider the minority class as an outlier or noise and end up dropping
them [83]. That leads to poor predictive performance, specifically for the shutdown and
transition states.

3.4.2. Mixture Design Weight Ensemble

In Section 2, the study provides an overview of the state of the art in ensemble
learning to improve classifier accuracy in unbalanced class distributions. Among the
various ensemble techniques, The voting method emerges as a commonly used approach.
The voting method aims to efficiently create a weighted scoring system that combines
the contributions of individual classifiers. This study introduces a novel approach for
optimizing the weights of these participating classifiers. By treating these classifiers as
components in a mixture, the study explores the application of a novel simplex–centroid
mixture design to obtain experimental weight sets. This approach provides a systematic and
data-driven method for enhancing the combination of classifier contributions, strengthening
the effectiveness of ensemble learning in class imbalance.

A mixture design is a kind of design of experiments (DOE) which regards each
variable as an independent factor. Then, the independent factors are the proportions of
different components of a mixture. For example, to optimize the strength of a mixture of
concrete, a material engineer searches for an appropriate blend of cement, sand, gravel, and
water. Therefore, the strength of the concrete depends on the proportions of the individual
material components present in the mix. Applying to this study, the approach aims to
maximize the precision, recall, and F1-score by searching for the proportions of the base
classifiers’ contributions in ensemble learning. It employs the mixture design to discover
the combinations of weights of base classifiers.

The DOE applies a simplex coordinate system, specially simplex–centroid design, to
find the optimal weights of participant classifiers. The simplex–centroid mixture designs
were first introduced by Scheffe [84] and now are one of the most used standard mixture
designs for fitting standard models. The experimental region forms a simplex, a geometric
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figure with one more vertex than the number of dimensions in these designs. The centroid
of the domain corresponds to the mixture with equal proportions for all components. It
takes experimental points at the border of the experimental domain. These points are
evenly spaced along the coordinates, representing factors. It defines a simplex–centroid
design by (k, m), where each of the k components can take on m + 1 equally spaced levels
from 0 to 1, and all possible combinations of the proportions from Equation (1). So, in a
(k, m) simplex–centroid design, the total number of points is given in Equation (2).

xi = 0,
1
m

,
2
m

, . . . ,
m− 1

m
, 1; ∀i = 1, 2, . . . , k (1)

(k + m− 1)!
m!(q− 1)!

(2)

Figure 2 shows illustrations for (3, 2) and (3, 3) simplex–centroid designs.

Figure 2. Three-component simplex–lattice mixture designs.

To apply a simplex–centroid design in the voting ensemble method, the approach
takes the following steps. First, it conducts all the experiments in the mixture design. The
method collects and matches as pairs response data with the proportions of base classifiers
to build up the dataset. Then, based on the dataset, it can use tools such as regression
analysis to build the response prediction models. After making the response prediction
models, optimization tools such as mathematical programming techniques [85,86] can
be used to maximize some responses (accuracy, recall, or F1-score) by adjusting base
classifiers’ weights.

3.4.3. Operating State Classification Module

The operating state classification module implements a plethora of machine learning
models for the operating state classification. First of all, it employs the three most widely
used classifiers: K-nearest neighbors (KNN), Support Vector Machine (SVM), and Random
Forest (RF):

• KNN classifier: It works on the premise that data points having similar attributes
will be located closer to each other than data points having dissimilar characteristics.
For each query, KNN estimates its relative distances from a specified number of
neighboring data points (K) closest to the query. Then, KNN sorts the K-nearest
neighboring data points in ascending order of their distances from the query point
and classifies the query points according to the mode of the K-nearest data point
labels [87].

• SVM classifier: It creates and uses hyperplanes as a decision boundary to be able to
classify a query into its correct category class. The hyperplanes are the extreme cases of
each data class (known as support vectors), which help define the class boundary. The
algorithm attaches a penalty to every point located on the other side of its class across
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a particular hyperplane. It then explores several hyperplane solutions and selects the
best class boundary that maximizes the separation margin between classes [88].

• RF classifier: It consists of multiple decision trees. A decision tree is a set of hierarchical
decisions that leads to a classification result. The tree has “root” nodes at the top.
Then, it splits into branches based on certain feature-based conditions. Each branch
may further split into sub-branches based on more specific sub-feature conditions.
The splitting of branches may continue until they reach the leaf node, which is the
final classification decision, and no further splitting is needed. For each query, each
decision tree in the random forest votes for one of the classes to which the input
belongs. Then, the RF will take the vote for the class with the most occurrence as the
final prediction [89].

Then, the module employs ensemble learning approaches and cost-sensitive learning
methods to handle the problem of imbalance classes and improve the predictive perfor-
mance:

• It combines the classification output of KNN, SVM, and RF using three voting ensem-
ble approaches—hard voting, soft voting, and mixture design weights—to obtain three
classifiers, called “HARD_VOTING”, “SOFT_VOTING”, and “MIXTURE_VOTING”,
respectively.

• It uses SMOTE to oversample minority classes, then trains KNN, SVM, and RF
on the oversampled complete dataset to obtain three classifiers, “KNN_SMOTE”,
“SVM_SMOTE”, and “RF_SMOTE”, respectively.

• It applies cost-sensitive learning methods on SVM and RF to obtain “SVM_COST” and
“RF_COST”, respectively. The classifiers put higher costs for misclassifying minority
classes than majority classes.

The module evaluates the classification accuracy of eleven classifiers: KNN, SVM, RF,
HARD_VOTING, SOFT_VOTING, MIXTURE_VOTING, KNN_SMOTE, SVM_SMOTE,
RF_SMOTE, SVM_COST, and RF_COST. It trains and tests the classifiers with the complete
train/test datasets and the imputed train/test datasets.

4. Application to Industrial Manufacturing: Glass Wool Production

The research is within the context of an innovative project, Smart InUse, from 2021
to 2023. The project aims to develop advanced predictive and preventive maintenance
programs, enhance product quality, and optimize processes. It relies on data from intelli-
gent sensors, dedicated algorithms, and artificial intelligence for analysis to achieve these
objectives. This study, in particular, uses Industrial Internet of Things (IIoT) technologies to
identify and monitor the operational status of equipment used in the production of glass
wool, with a specific focus on a curing oven at the end of the insulation manufacturing
chain [90]. The study introduces a comprehensive framework for managing data, covering
data acquisition, preprocessing, and machine multi-class classification. This project rep-
resents a collaborative effort between the University of Technology of Compiègne and its
industrial partners, ALFI Technologies [91] and Cetim [92].

4.1. Data Acquisition

One of the essential steps in data-driven approaches is acquiring, storing, and pre-
processing data. It helps to provide reliable data processing for the further analysis. In
the context of the project Smart InUse, the data collected every minute from various smart
sensors mounted on the curing oven have been stored, building a rich and vast dataset. It
contains information of one year of production. The dataset includes different variables
representing the processes’ state and other variables reporting the product’s specification.

The curing oven consists of different components such as conveyor belts, curing oven
zones, burners, and fans. Generally, the curing oven zone includes five or six discrete
horizontal oven zones or stages, each comprising its heat source to form a continuous
oven. Each oven zone has its gas burner, serving as a heat source, and a recirculating fan,
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circulating hot air through the oven. The curing oven also has two exhaust fans to remove
the solvent-laden air from the oven and draw fresh air.

The conveyor belts move the fiberglass mat through the curing oven zone to cure the
binder. The conveyor belts include a top and a bottom belt. To accommodate products of dif-
ferent thicknesses, operators adjust the distance between these two belts (conveyor height).

To monitor the operating states of different components of ovens, the study collected
data on process variables (parameters). These variables consist of conveyor speed, conveyor
height, recirculating fan speed, exhaust fan speed, the electricity consumption of conveyors,
gas consumption of oven, curing oven zones’ temperature and the number of vibrators,
spinners in production. In addition to process variables, the data concerning product
variables are also collected. These variables consist of the density, thickness, and net weight
of the product. There are relations between the process and product variables, such as
the conveyor’s speed condition and the product density. This sums up more than twenty
variables describing the curing oven operating states.

4.1.1. Missing Data

In the context of project Smart InUse, the missing data are a typical challenge. It
involves sensor failure or disconnection, and some variables have a considerable missing
rate of up to 40%. Figure 3 gives an overview of the incompleteness rate of the dataset. In
the following paragraphs, the impact of missing data and several statistical approaches are
presented to handle incomplete data.

Figure 3. The overview of the incompleteness rate of dataset.

Some researchers prefer the deletion technique, which excludes observations with
missing elements from the analysis to clean the dataset. This method is known as list-wise
or case-wise deletion [93]. However, although the incomplete observations may contain
missing elements, they are not information-free. Deleting inconvenient observations will
reduce the information and make the analysis less efficient. In our study, the list-wise
deletion reduces 2/3 observations of the dataset. Therefore, the loss of information can
be considerable.

4.1.2. Application of the Proposed Framework to the Curing Oven

As described in Section 4.1, the project collected data of the curing oven process
variables and the product variables. The process variables consist of conveyor speed,
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conveyor height, recirculating fan speed, exhaust fan speed, the electricity consumption of
conveyors, gas consumption of oven, curing oven zones’ temperature, and the number of
vibrators in production. The product variables consist of product density, thickness, and
net weight to control the processing product’s quality. This covers a total of more than
twenty variables describing the curing oven operating states. To reduce the dimension of
data, the project applies PCA to obtain lower-dimensional data while preserving at least
80% of the total variance of the initial data.

In the presented study, the curing oven has five operating states: three production
states, one machine shutdown state, and one transition state. Compared to the three pro-
duction states, the oven shutdown state and its transition are infrequent occurrences of
unexpected equipment breakdown and unplanned or planned maintenance. The impact
of curing oven shutdown on business can be important. During this study, the collected
datasets present most of the three production states and a minority of the shutdown and
transition states. Given the extreme class imbalance, there is a risk that the learning algo-
rithm may erroneously classify the minority class as an outlier or noise, potentially leading
to their exclusion. This situation results in suboptimal predictive performance, especially
concerning the shutdown and transition states. Therefore, the framework requires an
ensemble learning approach to enhance the unbalanced class classification.

The study collects data from February 2021 to March 2022. The train dataset was
sampled from February 2021 to August 2021. The test dataset was from September 2021 to
March 2022 and is divided into 7 datasets. First, the machine field experts examine each
dataset to remove outliers, fill in missing data, and label machine operating states. The
dataset treated by the machine expert will be considered as the complete dataset in our
numerical experiences. Then, the study uses a raw dataset with all missing data to evaluate
the impact of missing data on the operating states’ classification.

The study undergoes a two-step process for evaluation. Initially, multiple classifiers
are tested on the complete dataset. In the subsequent step, various imputation methods are
employed to address missing data within the raw dataset. The classifiers are then re-applied
to the imputed dataset. Our primary focus is on assessing the classification accuracy from
three perspectives: comparing accuracy between the complete and imputed datasets to
gauge the impact of missing data, evaluating the classification accuracy and execution time
across different imputation methods, and examining the robustness of classifiers in the
presence of missing data. Figure 4 provides an overview of the overall framework for the
numerical experiments.

Figure 4. The summary scheme of numerical experiments.
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Table 1 gives an overview of the incompleteness rate for all datasets. This study
has one train dataset and seven test datasets. The table only illustrates some important
variables: gas consumption, exhaust fan speed, fan speed zone 1, temperature zone 1, and
electricity consumption. For each variable, it gives the incompleteness rate (Missing) and
the longest time interval of missing data (Longest). The incompleteness rate is the ratio (%)
of total missing data periods over the time horizon. The “Longest” columns give the longest
consecutive time interval of missing data. It represents the duration of the consecutive time
interval by its ratio (%) over time horizon duration. For example, a dataset has 1000 data
points. A variable whose “Missing” = 10% and “Longest” = 5% has in total 100 missing
data points and 50 consecutive missing data points.

Table 1. The incompleteness rate (%) of each dataset.

Data Set
Gaz Consumpt Exhaust Fan Speed Fan Speed Zone 1 T° Zone 1 Electricity Consumpt

Missing Longest Missing Longest Missing Longest Missing Longest Missing Longest
Train 4.5 0.55 4.5 3.2 12.4 2.3 3 0.5 28.5 2.47
Test 1 5.5 0.6 7.8 3.1 11.1 2.2 5 1.1 12.5 5
Test 2 4.4 0.5 9.7 2.5 14.7 2.9 19.3 1.5 31.5 3.3
Test 3 6.75 0.65 3.29 0.5 7 1.2 11.5 2.5 12.3 3.2
Test 4 15.5 0.59 8.5 3.1 13.9 3.1 6.3 0.4 13.7 4.3
Test 5 5.9 0.7 5.8 1.2 10.1 2.8 2.5 0.4 15.7 2.5
Test 6 3.13 0.41 3.5 0.9 12.3 3.6 17.1 2.1 14.5 2.3
Test 7 2.7 0.64 5.1 2.2 8.2 1.1 1.7 0.1 17.5 3.1

Missing stands for the missing rate (%) of the variable over time horizon. Longest stands for the longest consecutive
time interval of the missing data.

4.2. Numerical Results and Discussions

This section presents experimental results, demonstrating the effectiveness and ro-
bustness of the proposed framework. The study compares the proposed methodology
with two existing ensemble learning methods: the Histogram Gradient Boosting Classifier
(HGBC) and the Extreme Gradient Boosting classifier (XGBoost). To assess the classification
performances of these methods, the study employs the weighted accuracy metric.

Weighted accuracy is a metric for evaluating classifier performance in imbalanced
class classification. It considers class imbalance by assigning weights to classes based
on their relative proportions. It calculates accuracy for each class and then computes a
weighted average of these class accuracies, with each weight proportional to the class size.
This provides a more balanced assessment of classifier performance, giving more weight to
smaller classes.

Weighted Accuracy =
W1 ·Accuracy1 + W2 ·Accuracy2 + . . . + Wn ·Accuracyn

W1 + W2 + . . . + Wn
(3)

where:

• Weighted Accuracy is the overall accuracy score that takes into account class weights.
• W1, W2, . . ., Wn are the weights assigned to each class. These weights are often

calculated as the proportion of instances in each class relative to the total number of
instances in the dataset.

• Accuracy1, Accuracy2, . . ., Accuracyn are the accuracy scores for each class, calculated
as the ratio of true positives for that class to the total number of instances in that class.

• n is the total number of classes.

Figure 5 shows the effect of missing data on classification accuracy. It compares the
performance between using the complete dataset and the imputed datasets. Figure 6
gives more details on the classification accuracies between imputation methods. Figure 7
presents the overview of classifiers’ performances. Table 2 summarizes the execution time
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for imputation methods (in seconds) in the “Learning phase”. The following sections will
discuss the results in detail in the following paragraphs.

Figure 5. Classification performance between classifiers for complete data and imputed data. (The
diamond symbol indicates data points outside the majority range of the data).

Figure 6. Classification between imputation methods. (The circle symbol indicates data points
outside the majority range of the data).
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Figure 7. Overview of classification performance comparison between classifiers. (The diamond
symbol indicates data points outside the majority range of the data.)

Table 2. Execution time for imputation methods (in seconds) in the “Learning phase”.

Method KNN Kernel EM RF S_Regression

Max 5567.00 2800.00 806.00 10,406.00 61.00

Mean 4426.86 2311.86 696.00 8834.43 42.10

σ 1106.70 478.16 100.53 1319.03 13.59

Min 2973.00 1531.00 535.00 7256.00 21.67

4.2.1. The Effect of Missing Data

This section compares the effect of missing data in Figure 5. As the study has up to
seven test datasets, it presents the classification accuracy of each classifier in the form of a
distribution box plot. There are three columns in the figure: “Complete data”, “Imputed
data”, and “Missing data columns”.

The “Complete data” column gives accuracy box plots of classifiers using the “com-
plete” test datasets. As a reminder, the “complete” column includes test datasets whose
missing data have been examined and corrected by the machine field experts.

The “Imputed data” column shows the accuracy box plot of classifiers using the im-
puted datasets, the datasets whose missing data have been filled with different imputation
methods. Six imputation methods are applied on seven test datasets. Therefore, each box
plot in the “Imputed data” column represents the distribution of classification accuracy of
the corresponding classifier on 42 datasets.

The “Missing data” column displays box plots illustrating the classification accuracy
of the HGBC and XGBoost classifiers. Notably, these two methods directly classify using
incomplete datasets. Each individual box plot within the “Missing data” column repre-
sents the distribution of classification accuracy for these two classifiers across the seven
incomplete datasets.

Based on Figure 5, the following observations are made:



Mathematics 2023, 11, 4602 19 of 24

• All classifiers have high classification accuracy when using the “Complete” test
datasets. Their accuracies are at least 82%, and in some test datasets, the accuracy is
up to 92% for the “HARD_VOTING”. The “RF_SMOTE” and the “RF_COST” box plot
show that there is an improvement in the overall classification accuracies of unbal-
anced classes by using SMOTE and cost-sensitive learning methods in the “Complete”
datasets.

• There is a significant performance decrease when using “Imputed” datasets. Most
classification accuracies for using “Imputed” datasets are between 80% and 85%.
For some classifiers, the accuracy decreases to 65%, such as for “RF_SMOTE” and
“RF_COST”. These two classifiers have high accuracy with the “Complete” dataset.
However, their performances fall considerably in cases of imputed data.
The decrease in performance of RF COST and RF SMOTE can be attributed to multiple
factors. RF SMOTE’s synthetic samples can introduce complexity and noise into the
dataset, reducing accuracy. RF COST may underperform when the cost matrix is inac-
curately defined, failing to reflect true misclassification costs. Both techniques are also
prone to overfitting and model complexity issues, especially with high-dimensional or
noisy data. These complexities can reduce their accuracy.

• Despite the ability of HGBC and XGBoost to handle incomplete data directly, their
performance is significantly inferior to that of other methods. The classification
accuracy achieved by these two classifiers varies, frequently falling below 80%, and,
in the case of XGBoost, declining even to under 60%. This observation strongly
emphasizes the requirement for employing data imputation methods to address
incomplete data before the classification process.

4.2.2. Improvement of Classification Accuracy Using Imputation Methods

This section compares the effect of imputation methods on classification accuracy. The
study has seven test datasets and eleven classifiers. Therefore, each box plot in Figure 5
represents the accuracy distribution of 77 experiments. Based on Figure 5, the following
observations are made:

• The “Complete” dataset gives the best classification results. On the other hand, the
imputed datasets can be divided into three groups according to their performances.
The first group comprised methods with the highest accuracy, albeit with a significant
computational time requirement. The second group featured methods with slightly
lower accuracy but reduced computational demands compared to the first group.
The third group encompassed methods that prioritized computational efficiency
over accuracy.

• The first group consists of two imputation methods, KNN and RF. They provide
accuracy as close as the “Complete” dataset. RF imputation is slightly better than
KNN imputation. However, as shown in Table 2, the required execution time of the
RF imputation method is nearly twice as long as that required by KNN. Therefore, the
KNN imputation method has more performance and time requirement advantages.

• The second group consists of Median imputation, Stochastic regression imputation
(S_regression), and EM imputation. Imputation by median value is a straightforward
approach. However, in our experiments, its accuracy is as good as with other tech-
niques: S_regression imputation and EM imputation. These three approaches require
less execution time and provide over 75% classification accuracy.

• The kernel imputation method provides the worst accuracy among imputation meth-
ods. In some datasets, the accuracy may fall to 65%. In addition, it is the third most
time-consuming approach in our experiments.

• The “Missing data” box plot combines the accuracy results of HGBC and XGBoost
when classifying data directly from the incomplete dataset. Despite their compu-
tational speed advantages, as demonstrated in the missing data box plot, HGBC
and XGBoost often yield accuracy below 70%. This observation again emphasizes
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data imputation methods’ essential role in addressing incomplete data before the
classification process.

4.2.3. Ensemble Learning Classifier Performances

This section examines the classifiers’ performances using the “Complete” dataset
and imputation approaches. Each column in Figure 7 represents a classifier. Each col-
umn has seven box plots corresponding to the “Complete data set” and six “Imputed
data sets”. Each box plot shows the distribution of seven experiments corresponding
to the seven test datasets. Based on Figure 7, the study carried out can confirm the
aforementioned observations:

• The “Complete” dataset gives the best accuracy. “HARD_VOTING”, “RF_SMOTE”,
and “RF_SENSITIVE” handle better the unbalanced class classification problem.

• The KNN classifier is more robust to missing data. As can been seen in the KNN
columns, there are fewer variations in the box plots than for other classifiers, regardless
of imputation methods.

• The KNN and RF imputation approaches give classification accuracies as close as
using the “Complete” dataset. These methods ensure the best classification accuracy
in the case of missing data. However, their time requirements are significant.

• The Median imputation and Stochastic regression imputation are rapid techniques
to handle the missing data in our experiments. They provide over 75% classification
accuracies in a short execution time.

5. Conclusions and Perspectives

In the context of the Industrial Internet of Things, the guarantee of the quality of data
collected is essential for ensuring reliable and accurate analysis results. The most common
problems encountered with real industrial databases are missing data, outliers, anomalies,
unbalanced classes, and non-exhaustive historical data. The objective of the paper is to
address all these problems at once.

The presented study proposes a general framework for data flow from data acquisition
and data preprocessing to machine class classification in two phases: the learning phase
and the real-time exploitation phase.

For the learning phase, the missing data problem was handled using several impu-
tation methods. Both outliers and anomalies were detected and eliminated. Two types
of outliers were singled out: critical outliers, considered as “danger” or “fault” for the
machine, and novel class outliers, which can potentially form a new machine behavior.
Dimensionality reduction and clustering methods were applied to detect the operational
regimes of the machine. The detected functional states were then discussed, adjusted, and
validated with the machine field expert. The final results became the historical databases
that characterize the machine states. The entire process was applied in an industrial context.

For the second phase, the problem of unbalanced class classification and the impact of
missing data on classification accuracy were addressed. Eleven machine learning models
were implemented for operating state classification. The implementation was carried out
on the industrial application case of the SMART InUse project. Seven test datasets were
collected during the project. Six imputation methods were used to correct the missing data
problem. The classification accuracy was compared between the imputed datasets and the
complete datasets to obtain the influence of the missing data.

The main finding highlighted by the study is that using “hard voting” ensemble
learning methods to combine several classifiers makes the final classifier more robust to
missing data. The KNN imputation method is the best-performing and fastest of the six
imputation methods tested. Stochastic regression imputation and EM imputation require
lower execution times and provide acceptable classification accuracy. The kernel imputation
method provides the worst accuracy in some datasets and is the third most time-consuming
approach for the considered dataset.
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Another point to discuss in this study is the importance of expertise from the field
and operational experience in the preprocessing data phase. The benefit from exchanges of
practical experience helps to detect outliers and abnormal data efficiently. The feedback
from the machine operator provides valuable information to model the oven operating
state’s characteristics. Therefore, the collaboration between data scientists and operational
experiences from the field is essential.

For perspective, improvements for the key modules within our framework can enhance
their efficiency and effectiveness. In the domain of outlier detection, automating the process
further to reduce the reliance on human intervention is a significant goal. It can streamline
outlier detection without requiring field experts to fine-tune the process. Integrating
deep learning techniques, such as coupled deep learning, offers a promising approach for
more robust and complete data recovery in the context of missing data imputation. For
operating state detection, improving dimensionality reduction is essential. Traditional PCA
primarily captures linear correlations, but adopting Kernel Principal Component Analysis
(KPCA) [94] can better represent complex nonlinear relationships within the data, leading
to more accurate and robust operating state detection.

As seen previously, the considered process has several operational regimes that are all
normal operating states and which are very dependent on the type of product manufactured.
All those operating states can be seen as a single reference state. Consequently, the reference
state has a non-Gaussian distribution. The next step of this study would be to control such a
process (detect and identify a potential drift). To this end, the use of a multivariate approach
for a non-Gaussian multidimensional distribution considering a clustering algorithm based
on Gaussian mixtures and several T2 multivariate control charts could be studied.
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